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Policy objectives 
 
- To ensure that personal data is processed fairly and lawfully. 
- To comply with all relevant legislation and good practice to protect the personal data held, 

and to monitor and review compliance with legislation and introduce changes where 
necessary 

- To respect the confidentiality of all personal data, and provide staff with appropriate 
procedures to handle such data. 

- To assist members of the public in gaining access to their personal data held by the 
Council, and to assist the Information Commissioner and the external auditor as required. 

 
 

Employee and Member responsibility 
 
It is the duty of individual staff and Members to ensure that personal data held by the Council is 
dealt with in accordance with this Policy.  Action may be taken against any employee or 
Member who fails to comply or commits any breach of the Data Protection Act 1998 and/or this 
policy. 
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Introduction to data protection 
 
The Data Protection Act 1998 (DPA) was introduced to protect the interests of 
individuals.  The legislation covers both electronic information and manual files the 
Council holds. 
 
The Council processes and keeps personal information about its customers so that it 
can provide them with the services they require.  
 
The Council will: 
 
- process personal data fairly and lawfully 
- only obtain personal data for specified and lawful purposes 
- only collect personal data that is adequate, relevant and not excessive 
- ensure that personal data is accurate and, where necessary, kept up to date 
- ensure that personal data is not being kept for longer than is necessary 
- ensure that personal data is processed in accordance with the rights of data subject 
- 

unauthorised or unlawful processing of personal data and against accidental loss or 
destruction of, or damage to, personal data 

- ensure that personal data is not transferred to a country or territory outside the European 
Economic Area unless that country or territory ensures an adequate level of protection for 
the rights and freedoms of data subjects in relation to the processing of personal data. 

 
 

Definitions 
 

Data Controller 
The person(s) who determines how and the manner in which personal data 
are or are to be processed (the Council).   

Data Processor  The person who processes the data on behalf of the data controller. 

Data Subject The person who the personal information is about.  

Personal data 
Information relating to living people who can be identified from that data, or 
from that data and other information which is in the possession of, or is 
likely to come into the possession of, the data controller. 

Sensitive 
personal data 

Information relating to the race, political opinion, religious belief, trade 
union membership, physical or mental health, sexuality and any criminal 
history of an individual. 

Processing data 
Includes obtaining, sharing, disclosing, recording, holding, using, erasing or 
destroying personal information. 

 
 
 
 

http://www.legislation.gov.uk/ukpga/1998/29/contents
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Organisational Security 
 
- Security shall be applied to all stages of processing to prevent unauthorised access, 

disclosure (internal or external), loss, damage (accidental or deliberate), or unauthorised 
alteration 

 

- Personal data must not be left on display or unsecured when unattended. 
 

- System entry passwords shall be kept secure and be changed regularly and not shared. 
 

- All emails and documents must be classified in accordance with the Governments 
Document Classification scheme. Government Security Classifications- Guidance  

 

- A regular review and audit shall be made of the way personal information is managed. 
 

- Methods of handling personal information shall be regularly assessed and evaluated. 
 

- Processing carried out by a third party on behalf of or jointly with other local authorities 
shall be subject to a written contract, which stipulates compliance with the data 
protection principles.  

 
 

Notification to Information Commissioner’s Office (ICO) 
 
As the Council processes personal data on its customers, employees, members, suppliers and 
members of the public ('data subject')  the Council is required to notify the Information 
Commissioner’s Office about what information it collects, how it uses that information, who it 
collects it from and who it shares it with.   
 

To understand more about our obligations as a local authority see the ico.org.uk. 
 
For information about the Council's notifications, see the ICO webpage on notifications 
(Cheltenham Borough Council’s registration number is Z7700989).  
 
 

Security breaches and data protection 
 
Any breaches of security, including unauthorised access or disclosure (internal or external), 
loss, damage to personal data (accidental or deliberate), shall be reported immediately or 
deliberate unauthorised alteration.   See the Information Security Policy for more information. 
Any information Security Breach must be recorded and reported in accordance with Information 
Security Incident Response Plan and reporting process 
 
An information security incident (or breach) occurs when electronic or hard copy data or 
information is transferred to or received by somebody who is not entitled to receive it, or data 
is at risk of corruption or loss.   Please read the guidance document information security 
incidents for how to handle an incident/breach. 
 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/251480/Government-Security-Classifications-April-2014.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/251480/Government-Security-Classifications-April-2014.pdf
https://ico.org.uk/
https://ico.org.uk/for-organisations/register/
http://mudata/shared%20data/Library/policy_and_performance/audit/information_%20security_%20incident_response_plan.doc
http://mudata/shared%20data/Library/policy_and_performance/audit/information_%20security_%20incident_response_plan.doc
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If there is a serious breech of information security as defined by the Data Protection Act the 
ICO is able to order organisations to pay up to £500,000 as a penalty.  
 
You can find out more information about the work of the ICO, examples of breaches and the 
penalties they can impose in the document ‘Guidance about the issue of monetary penalties’. 
 

Collecting personal data/information 
 
Only collect personal data that is necessary.  Nothing should be collected on the grounds that 
it might come in useful.  Extra care should be taken when collecting or using sensitive 
personal data.   
 
When collecting personal data ensure that you tell the person who the data controller is, the 
purpose(s) it will be used for and any other information about how it will be used or shared.  
This is usually done by including a section at the bottom of the form, called a fair processing 
notice. 
 

You must inform Customer Relations if you start to collect or use personal data in a 
new or different way so that the Information Commissioner’s Office can be notified. 

 
 

Data subject access requests 
 
The Data Protection Act 1998 provides individuals (data subjects) with the right to find out 
what information is held by the Council about themselves on computer and paper records.  
 
Data subjects are entitled to: 
 
- be told if any personal data is held about them by the Council; 
- have the information communicated to them in an intelligible permanent form; 
- be told for what purpose(s) the data is processed; 
- have explained to them how any automated decisions taken about them were made and if 

specifically requested the logic involved in making that decision; 
- have any reference codes clearly explained to them (where a printout is produced 

containing personal data) 
- be told the recipients to whom the data may have been disclosed. 
 
The Council shall respond to data subject access request within 40 days. 
 
Data subject access request forms are available on the Council’s website. 
 
 

Using personal data 
 
When processing personal data it must be done fairly and lawfully.  Personal data is 
considered to be fairly and lawfully processed if: 
 
 The data subject has given their consent to the processing.  

https://ico.org.uk/media/about-the-ico/policies-and-procedures/2776/ico_framework_to_determine_amount_penalty.pdf
http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.cheltenham.gov.uk/downloads/file/3956/subject_access_request_form
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 The processing is necessary for: 
- the performance of a contract  
- the compliance with any legal obligation of the data controller  
- the protection the vital interests of the data subject. This means a life or 

death situation 
- the administration of justice 
- the exercise of any functions conferred on the Council by law  
- for the exercise of any other functions of a public nature exercised in the 

public interest 
- for the purposes of legitimate interests of the Council or by the third party or 

parties to whom the data are disclosed, except where the processing is 
unwarranted. 

 
Personal data should only be used for the purpose(s) for which it is collected and not 
for any incompatible purpose. If it is to be used for any other purpose then you must tell 
the individual concerned or get their consent. 
 
 

Storing personal data 
 
It is your responsibility to ensure that personal data is used and stored properly to prevent 
any unauthorised access.   
 

 Personal data should: 
 

- be stored in locked desks or filing cabinets 
- be securely protected on computers using industry standards authentication 

methodologies and limited access 
- not be visible on screens by unauthorised persons (including other members of staff) 
- not be taken out of the Council offices or stored externally unless such use or storage is 

necessary and authorised by your line manager.   
- only be kept for as long as is necessary and disposed of securely when it is no longer 

needed. Review it regularly and delete it promptly when no longer needed. Archiving 
personal or sensitive data is still keeping.   

 

 Sensitive personal data should be kept secure and subject to very limited access.  
 

 Duplicate records should be kept to a minimum to reduce the risk of unauthorised access 
or loss and to avoid anomalies. 

 

 Portable storage devices such as USB pens and laptops must be encrypted; they should 
not be left unattended and should be locked away when not in use.  

 
Protective Marking  
 
The protective marking scheme supplied by the Government Protective Marking Scheme 
(GPMS) provides a framework for users to share and protect information. 
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This is detailed in the Council’s Information Security Policy. 

 
 
Sharing personal data 
 
Personal data can only be used for its specified purpose.  If the information is further 
processed and shared internally it must be fair and lawful.   
 
Bulk transfers of personal and sensitive data 
 
In many instances the Council shares data with external organisations that it has requested; 
in a few cases the Council requests data. 
 
Although there may be a statutory requirement placed on the Council to transfer data, the 
Council are the data owner and the responsible body for the safekeeping and use of the data.   
 
There are other instances where data transfers are initiated by the Council, for example 
where it contracts with a third party to supply a service which involves the use of data ‘owned’ 
by the Council.  The Council has a responsibility for ensuring that its data is controlled, used 
for the correct purpose and once used is then destroyed. 
 
To share personal and sensitive data externally, again it must be fair and lawful.   
 
The Council recommends employees and managers read the Information Commissioners 
Office advice and guidance to ensure they comply with legislation.   
See their webages for: 

- Guide to data protection – definitions, principles and practical examples 
- Data sharing - code of practice and checklist. 

 
Whenever data is shared externally, a data sharing agreement must be entered into with the 
other party or parties, stating what information is to be shared, how it will be shared and how 
it will be used.   
 
Managers are responsible for ensuring all procedures are correctly followed according to this 
Policy and the policies within the Information Management Strategy. 
 
Click here for the Council’s data sharing agreement and data processing agreement. 
 
ICT support centre – tel. ext. 5000. 
Legal support – One Lega Team tel: 01684 272691 email: legalservices@tewkesbury.gov.uk 
 
For more detail regarding information security, see the Council’s Information Security Policy. 
 
 

Outsourcing personal data processing 
 
If the council employs an outside person or company or another Local Authority to process 
data on its behalf, such as a mail shot or surveys, then a written agreement must be entered 

http://mudata.cbc-local.cbc.gov.uk/library_drive/information_management/IM_Framework.pdf
https://ico.org.uk/media/for-organisations/documents/1607/the_guide_to_data_protection.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/data-sharing/
file://mudata.cbc-local.cbc.gov.uk/shared%20data/Corporate/Information%20Management/01_information%20management%20group/Policies%20from%20April%202015/data_protection_policy_April%202015.doc
http://mudata.cbc-local.cbc.gov.uk/library_drive/information_management/IM_Framework.pdf
mailto:legalservices@tewkesbury.gov.uk
http://mudata.cbc-local.cbc.gov.uk/library_drive/information_management/IM_Framework.pdf
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into stating the purpose of the processing and how the data will be used.  A data processing 
template is available on the intranet.  
 
 

Disclosing personal data 
 
Before disclosing personal data you must ensure that you are speaking to the data subject or 
you have their written consent to release it to a third party.  In some cases you may be asked 
to provide information by law.  You are responsible for ensuring that there is a sound basis for 
releasing that information.  Do not disclose any personal data until you are satisfied it is lawful 
to do so. 

Disclosure may be necessary to protect the vital interests of the data subject for example to 
prevent serious harm, or in a life or death situation.   
 
Any request for third party personal information must be in writing (letter or email), stating the 
legislation under which they are requesting it and the purpose for which it will be used.  
 
Also record who asked for the information, when and why.  
 

The legislation may give the person the right to ask for the information but you may not 
be under a legal obligation to release that information.  Obtain legal advise if you are 

unsure. 

 

Disclosing personal information to Members 
 
Before releasing information to elected Members, officers need to ascertain for what purpose 
the Member is requesting the information.  Elected Members have up to 3 roles: 
 

1. Acting as a Member 
 
Members have the same rights of access to personal information as officers when acting in 
this role.  Officers should ensure that Members need the personal information to carry out 
their official duties and when releasing the information should specify the purpose(s) for which 
the information may be used or disclosed. 

 
2. Acting on behalf of a local residents 

 
Officers don’t usually need to get the individual consent to disclose their personal information 
to a Member if: 
 

- The Member represents the ward in which the individual lives; and 
- The Member makes it clear that they are representing the individual when requesting 

the personal data; and 
- The information is necessary to respond to the individual’s complaint or requests.   

 
Otherwise, officers must obtain consent from the data subject before releasing any personal 
data. 
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Sensitive personal data should not be released without the individual’s explicit 
written consent. 

 
3. Acting for political purposes 

 
Personal information should not be released for political purposes without the individual’s 
consent.   Exceptions to this:  
 

- Personal information which the council is required by law to make public, for example, 
public register of taxi drivers. 

- Personal information presented in a form which does not identify any living individuals, 
for example statistical information or council tax band information and any other 
information that cannot be linked to the individual concerned, for example by comparing 
data to the electoral register. 

 
 

Disposal of personal data 
 
Personal data/information must be disposed of securely.  
 
Paper records must be shredded. If an outside company is used they must be Data 
Protection compliant and a certificate of shredding must be obtained when the information is 
shredded. 
 
Electronic records must be removed permanently.  Just because it is not visible on the screen 
does not mean it is not still recoverable. Contact ICTSS for advice.  
 
Service areas must follow their retention schedule when disposing of information/data.  
 
CCTV systems and Data 
 
The Council CCTV policy states that any system operator (Service Manager) who has the 
responsibility for a CCTV scheme must have a scheme specific Code of Practice in place 
before it becomes operational or within 6 months of the approval of this document.  
 
This Code of Practice will provide the guidance for complying with the requirements of the 
Data Protection Act and other relevant legislation in respect of the use and operation of these 
systems. 
The current CCTV codes of practice are available on the Councils website.  

http://mudata/library_drive/policy_and_performance/corporate_governance/webdocs/cctv_policy.pdf
http://www.cheltenham.gov.uk/opendata

