CCTV Code of Practice for Cheltenham Town Hall Main Building v2 April 2014

This code of practice has been compiled using the principles and definitions laid out in the main Cheltenham
Borough Council Policy.

This Code along with Policy above gives detail and provides guidance on the appropriate and effective use of
surveillance camera systems and in particular how it meets the requirements of;

1.1.
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the Data Protection Act 1998. (1998 Act)

the Requlation of Investigatory Powers Act 2000. (2000 Act)

the Protection of Freedoms Act 2012. (2012 Act)

Information Commissioners CCTV Code of Practice

Surveillance Commissioners, Surveillance Camera Code of Practice.

Information Security Policy

Data Protection Policy

Guidance and processes in relation to The Regulation of Investigatory Powers Act (RIPA)

Management of the scheme

A privacy impact assessment has been carried out to assess the need and requirements of CCTV
systems within Cheltenham Town Hall and its associated facilities. Cameras have been sited to capture
images which are relevant to the protection of the business and customers of Cheltenham Town Hall.
This assessment is reviewed on an annual basis by the Entertainment & Business Manager/Operations
Manager.

There are 8 cameras covering all major entrance/exits and other key areas such as external walkways,
reception and bar. They are sited to capture images which are relevant to the operation of the business.
Details of these and their locations are in appendix A

The scheme will be operated using overt cameras which are sited so as not to intrude unreasonably on
members of the public or staff. The CCTV scheme seeks to comply with both the Data Protection Act
1988 and the Commissioners code of practice.

Cheltenham Town Hall owners and users of the system will treat any viewed and/or recorded material
as being confidential.

Staff who have authorised access are aware of the purpose(s) for which the scheme has been
established and that the CCTV equipment is only used to achieve the identified purposes which are the
detection and prevention of crime and the prosecution of offenders.

2.0 Scheme and Signage

2.1

2.2

2.3

2.4

This scheme aims to provide surveillance of the public areas in and around Cheltenham Town Hall in
order to fulfil the purposes of the scheme as listed above. The area protected by CCTV will be indicated
by the presence of signs. The signs will be placed so that the public are aware that they are entering a
zone which is covered by surveillance equipment. The signs will state the organization responsible for
the scheme (Cheltenham Town Hall), the purposes of the scheme (Crime prevention and public safety)
and a contact telephone number (01242 521621)

Data will not be held for longer than necessary and disposal of information will be regulated by the
Operations Manager. The disposal of records happens as part of a managed process and is
adequately documented within the service document retention schedule.

Point of contact
The Code of Practice for Cheltenham Town Hall informs the public on how to make contact with the

owners of the scheme. For additional information write to: Operations Manager, Cheltenham Town Hall,
Imperial Square, Cheltenham GL50 1QA


http://www.cheltenham.gov.uk/downloads/file/3575/cctv_policy
http://www.cheltenham.gov.uk/downloads/file/3575/cctv_policy
http://www.legislation.gov.uk/ukpga/1998/29/schedule/1
http://www.legislation.gov.uk/ukpga/2000/23/contents
http://www.legislation.gov.uk/ukpga/2012/9/contents/enacted
http://www.ico.org.uk/~/media/documents/library/Data_Protection/Detailed_specialist_guides/ICO_CCTVFINAL_2301.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/157901/code-of-practice.pdf

3.0 Release of information to the public

31 Information will be released to third parties; The Police or any other authorised organisation, which can
show legitimate reasons for access. They will be required to request any information with reasons in
writing and identify themselves.

3.2 Information will be released if the reasons are deemed acceptable, the request and release of
information complies with current legislation and on condition that the information is not used for any
other purpose than that specified.

3.3 Individuals may request to view information concerning them held on record in accordance with the
Data Protection Act 1998.

34 Applications must be in the form of a CCTV Subject Access Request - available on the Cheltenham
Borough Council transparency website

4.0 Release of information to statutory prosecuting bodies

4.1 Requests for information will be dealt with according to Section 29 & 35 of The Data Protection Act
1998

4.2 Applications must be in the form of a CCTV Subject Access Request - available on the Cheltenham
Borough Council transparency website

5.0 System Registration

5.1 All Council systems must be registered with the Information Commissioner‘s Office (ICO) and it is the
responsibility of service managers to ensure that these are kept up to date. Any amendments to the
scheme that result in the need to update the ICO register must be forwarded to the Customer Relations
Team.

6.0 Accountability

6.1 Cheltenham Town Hall and Cheltenham Borough Council support the principle that the community at
large should be satisfied that the Public CCTV systems are being used, managed and controlled in a
responsible and accountable manner and that in order to meet this objective there will be independent
assessment and scrutiny.

6.2 A member of the public wishing to make a complaint about the system may do so through the
Cheltenham Borough Council complaints procedure or contacting Cheltenham Town Hall directly by

writing to the Entertainment & Business Manager.

6.3 A copy of the Code of Practice will be made available to anyone on request by contacting either the
(Entertainment & Business Manager or Operations Manager at Cheltenham Town Hall)

7.0 CCTV Control Management and Operation

7.1 The system is located in a locked office.

7.2 Only those persons with a legitimate purpose will be permitted to access the recording and monitoring
system.
7.3 Access to the system may be required by

e Authorised Personnel (including Council Representatives)


http://cheltenhamdata.wordpress.com/datasets/cctv-codes-of-practice/
http://cheltenhamdata.wordpress.com/datasets/cctv-codes-of-practice/
http://cheltenhamdata.wordpress.com/datasets/cctv-codes-of-practice/
http://cheltenhamdata.wordpress.com/datasets/cctv-codes-of-practice/

7.4

7.5

e Police officers to view a particular incident for intelligence or evidential purposes. These visits will
take place by prior appointment.
o Engineers of our nominated contractor for maintenance purposes
Inspectors/Auditors may visit the monitoring and recording facility without prior appointment.

All visits by authorised persons requiring access to the system will be logged.

8.0 Observation and recording of incidents

8.1

Recording will be 24 hours per day, 7 days a week. The system will be monitored on the basis of
operational need. Images will be held for 14 days and then over recorded.

9.0 Privacy And Disclosure Issues

9.1

9.2

9.3

9.4

9.5

9.6
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12.0

12.1

Cameras will not be used to infringe individual’s rights of privacy. The cameras are sited where they will
not be capable of viewing any private areas.

All employees will be aware of the restrictions set out in this Code of Practice in relation to access to
and disclosure of recorded images

Images not required for the purposes of the scheme will not be retained longer than necessary

The Operations Manager will only disclose to third parties who intend processing the data for purposes
which are deemed compatible with the objectives of the CCTV system

Monitors displaying images from areas in which individuals would have an expectation of privacy will not
be viewed by anyone other than authorised persons.

Recorded material will only be used for the purposes defined in this policy.
Access to recorded material will be in accordance with policy and procedures.
Information will not be disclosed for commercial or entertainment purposes.

Access to recorded images will be restricted to staff that require access in order to achieve the
purpose(s) defined in this policy.

Viewing of the recorded images will take place in a restricted area.

Access to recorded images

Access to recorded images will be restricted to the Entertainment & Business/Operations Manager or
designated member of staff who will decide whether to allow requests for access by third parties in
accordance with the disclosure policy. Those requests must be in writing.

Monitoring employees

The system will record images of employees during the course of the general surveillance. The main
purpose of the CCTV is to prevent and detect crime and it is not designed to be used for monitoring the
amount of work done or compliance with company procedures. However if there is a breach in
Council/Site procedures then recorded images may be used for reference/evidence purposes.

Access to data by third parties

Access to images by third parties will only be allowed in limited and prescribed circumstances.



12.2

12.3

13.0

13.1

13.2

13.3
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13.6

13.7

14.0

141

15.0

15.1

15.2

Requests for information will be dealt with according to Section 29 & 35 of The Data Protection Act
1998

Applications must be in the form of a Subject Access Request — see Appendix C

Recorded Material Management

Images not required for the purpose(s) for which the equipment is being used will not be retained for no
longer than is necessary. The detail as to how long data should be held will be defined within the
service retention schedule. While images are retained access to and security of the images will be
controlled in accordance with the requirements of the Data Protection Act.

Recorded material should be of high quality. In order for recorded material to be admissible in evidence
the integrity and continuity must be maintained at all times.

Security measures will be taken to prevent unauthorised access to, alteration, disclosure, accidental
loss or destruction of recorded material.

Recorded material will not be released to organisations outside the ownership of the system other than
for training purposes or under the guidelines referred to previously.

Images retained for evidential purposes will be retained in a secure place where access is controlled —
safe or locked cupboard in the management office.

The system records features such as the location of the camera and/or date and time reference.

In order to ensure that clear images are recorded at all times the equipment for making recordings will
be maintained in good working order with regular servicing in accordance with the manufacturer’s
instructions.

Recorded Material Register

There will be a register documenting the access to recorded media.

Documentation

Log books must be sequential in order that pages or entries cannot be removed and full and accurate
records kept.

The following administrative documents shall be maintained:

Media tracking register

occurrence/incident book

visitors register

maintenance of equipment, whether routine or breakdown
list of installed equipment



Appendix A — Camera detail and locations

Camera 1: Main entrance right pointing left - External mini-dome Day/Night

Camera 2: Main entrance left pointing right - External mini-dome Day/Night

Camera 3: Box office right pointing left — internal mini-dome Day/Night

Camera 4: Box office left pointing right — internal mini-dome Day/Night

Camera 5: Rear entrance right pointing left - External mini-dome Day/Night

Camera 6: Rear entrance left pointing right - External mini-dome Day/Night

Camera 7: Pillar Room behind bar right, pointing left — Internal mini-dome Day/Night
Camera 8: Pillar Room behind bar left, pointing right — Internal mini-dome Day/Night

The cameras detailed above monitor the main entrances, exits and bar producing images of sufficient
quality to support any evidence for a prosecution or legal action.



